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(U) Business Records FISC Order 
. .,..,_, ____ ... ··----i""'---•··--·--........ 1---·---..... _~ .. •-r1-........ ~, ..... _. __ .... --·---···--... --

(U) Mandated Terms and Control Procedures 

(T&<tSl#.NF) 

Control Terms of tl:te Order Responsible Control Procedures 
Area Entity 

Collection of NSA may obtain telephony metadata, which · OGC At least twice every 90 days, OGC shall conduct random spot 
Meta.data includes comprehensive coIDllllllllca:tions routing checks, consisting of an ~xamination of a sample of call detail 

information, including but not limited to session records obtained, to en.."Ul"e that NSA is receiving only data as 
identifying information ( e.g., originating and authorized by the Court and not receiving the subst..antive 
terminating telephone number, communications content of the communications (pg. 10, para (4)J). 

,, 
'! 

device identifier, etc.), trunk identifier, a:o.d time 
and duration of call. Telephony metadata does I not include the substantive content of any 
coillJIIl.lilication, as defined by 18 USC 2510(8) or 
the name, address, or financial inf onnation of a 
. subscriber or ~ustomer (pg. 2, para 2). 
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Terms of the Order 

Although data collected under this order will be 
broad, the use of that information for analysis 
shall be strictly tailored to identifying terrorist 
communications and shall occur solely accordmg 
to the procedures described in the application 
(pg. 6, para (4)D)-

1~1- t I 

Any search or analysis of the data archive shall 
occur only after a particular lcn;ane 

g. 5, para (4)A)-

• Based on the factual and practical 
· considerations of evezyday life on which 
reasonable and prudent persons act, there 
are facts giving rise lo a :reasonable, 
articulable suspicion that the telephone 
number is associated with 

para (4)A); · 

• A telephone number believed to be used 
by a U.S. person shall not be re2arded as 
as:K>ciated with 

asis 
_ _ .eFirst 

Amendment to the Constitution (pg. 5, 
para(4)A). 

DmNSA shall establish mandatory procedures 
strictly to control access to and use of the archived 
data collected pursuant to this Order (pg. 5, para 
'4)A). 

Responsible 
Entity 

OGC 

PM,Chiefor 
D/Chiefof 
AAD, Shift 

Coordinators 

PM· Chief& ' . 
D/Chiefof 

A.AD, &Shift 
Coordinators 

AADAnalysts 

!I!! 
Support 

OGC 

OGC 

Control Procedures 

OGC ·shall review and approve proposed queries of iµ-chlved 
meta.data based on seed account numbers reasonably believed to 
be used by U.S. persons .(pg. 6, para (4)C). 

Queries of archived data must be ·approved by one of seven 
persons: SID PM fur CT Special Projects, the Chief or Deputy 
Chief, Counterterrorism Advanced Analysis Division. or one of 
the four specially authorized CT Advanced .Analysis Shift 
Coordinators in the Analysis and Production Direc;tomte of SID 
(pg. 7, para (4)D). 

SID PM for CT Special Projects; Chi,ef and Deputy Chief, CT 
·Advanced.Analysis Division., and CT Advanced Analysis Shift 
Coordinators shall establish appropriate management controls 
( e.g., records of all tasking decisions, audit and review 
procedures) for access to the archived data (pg. 8, para (4)G). 

Maintain a record ofjustffications because at least every ninety 
days, the Department of Justice shall review a sample ofNSA' s 
Justifications for querying the archived data (pg. 8, para (4JE). 

When the meta.data archive is accessed, the user·s login, IP 
address, date and time, and retrieval request shall be 
automatically logged for auditing capability (pg. 6, para (4)C). 

OGC will monitor the func:tioning of this auiomatic logging 
caJ?abili1y (pg. 6, para (4)C). 

Analysts shall be briefed by OGC conceming the authorization. 
granted by this Order and the limiled circumstances in which 
queries to the archive are permitted, as well as other procedures 
and restrictions regarding the retrieval, storage, and 
dissernmation of the archived data (pg. 6, para (4)G). 

=ror 3:ECRET':COMl?H'•t•:OH)RN/''>01] 0404 
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Control 
Area 

DiAACiDiuation 
of U.S. Person 

Jnfun:nation 

Meta.data 
Retention 

Dtrt3- Security 

1: 

. Oversight 

11 ,, 

ffi:P Sf:C'RET.S/OO.rv., 

Terms of the Order 

Dissemination of U.S. person information shall 
follow the standard NSA roinimiz~tion procedures 
found in tb.1:: Attomey General-approved 
guidelines (USSID 18) (pgs. 6~7, para (4)D) & pg. 
8, para ( 4)G). 

Mctadata collected under this Order may be kept 
online (that is,.accessible for queries by cleared 
analysts) for five years, at which time it shall be 
destroyed (pg. 8, para (4)F). 

(fS//SI//NF) DlRNSA sball establish mandatory 
procedures strictly to control access to and use of 
the archived data collected pursuant to this Order 
(pg.5,pata(4)A). 

The IG, GC, and the SID Oversight and 
Compliance Office shall periodically review this 
program (pg. 8, para (4):11) •. 

'H1NOFORJ•T 'lMR ST .. 06-0018 

Responsible Control Procedures 
Entity 

Cbiefof. Prior to the dissemi:oati.on of any U.S. person identifying 
Information information, the Chief of Information Sharing Services in SID 

Sharing must determine that the information identifying the U.S. person 
Services in SID is in. fact related to Counterterrorism information and that it is 

necessary to underst.and the. Coun.terterrorism information or 
assess its importance (pg. 7, para (4)D). 

A record shall be made of every such determination (pg. 7, para 
(4)D). 

Ill! None 

Support 

11111 The metadata shall be stored and processed on a secure private 
network that NSA exclusively will operate (pg. 5, para (4)B). 

Support Access to the metadata archive shall be ;i.ccomplished thmug..'1 a 
software :interface that will limit access to this data to 
authorized. analysts controlled by user name ~d password 
(pg. 5, para (4)C). 

,• 

OGC 
OGC shall monitor the designation of individuals with access to 
the archive (pgs. 5-6, para (4)C). · -

. IG, Ge.and The IG and GC shall sub:p:rit a report to DIRNSA 45 days after 
SID Oversight the initiation of the activity assessing the adequacy of the 

and Compliance management controls for the processing and dissemination of 
Office U.S. person information (pg. 81 para (4}H). 

DIRNSA shall provide the findings of that report to the 
DJRNSA Attorney Genetal (pg. 9, para (4)H), 
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TOI? l::BCRET//CO),ffiJTl 

To: Office of the Inspector Genera 

Cc: Office of 
Cou11te1terr'==on=s1:-:-n--..:=ro=u=--=-c2tio=r=-1 .,...cr:-cn"'"te=r=· 

Chlef~pliance 
.SSG1-

4'fOfORN-HZ0301 l 15 

PROGRJ\J\1 Jv.m1VIORANDU1\II 

PM-031-06 Reissued 
29 Aug20Q6' 

SUBJECT:(TS/fSJf/HI9,-PMO Response to IG-10681-06, Subject Draft.Repott on the 
Assessment of Management Controls foe impleme1iting the FISA Comt Order: Telephony 
Business Recorde (SY.0 06-0018) 

1. ~) The SIGil'IT Directorate Program Office appreciates and ,~relc::omes the 
Inspector General Office's review of program operations as required by the subject court 
order. The Program Office offers the following response. 

2. (TS,(1SJ:l.QliF) This repo1t·presents three findings/recommendations. Finding one 
· pertains to procedures to provide a higher level of assurance that nan-compliant data will 
not be colJected and, if inadvertently collected, will be swiftly expunged and not mi,ide 
available for analysis. Finding two pertains to the goal to separate t111, authority to 
approve meta.data queries from the capability to conduct queries. Finding three pe1tains · 
to the requirement to conduct peri.odio reconciliation of approved telephone numbers with 
the logs of queried mnnbers to veiify that only authorized queries have b'een made. · 

3. ~ With respect to Finding One, the Program Office acknowledges 
that the item is factually correct and concurs with the assessment with comment. It 
should be noted that internal management controls, ·101own as softv;.rare rules that are part 
of the-database, do prevent the data in question from ever being loaded into 
the operation~ contact chaining databases. Sti.11, the data in question did exist in the 
dataflow and should: be suppressed on the provider-end as the OIG recommends. 

•a ~01TectiveActions: Although already partially implemented 
am.on~ the proviclers, the final system upgrade necessm-y to hlock the data in question 
:from one provider 011 the incoming dataflow is scheduled to be in place by 8 September 
2.006. Testing continues at this time. 

4, T'fSf/Sff/NJiy. Finding Two recommends two additional controls. With respect to the 
first, "Tile authority to approve metadata q_ueries should be segregated from the capability 
to conduct metadata q'ueries", th~ Pro gram Office agrees tbe assessment has merit, but 
cannot implement the required corrective actions. In. theory, the OIG recommendation is 
sound and conforms fully to the standards of internal control in the Federal Government. 
In practical temis, it is not somethtng_that cfl.ll be easily implemented given the 
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T.OP ::i 1:X. Rl!'fiiCOMDo;J'fi~ 

11.~k/benefit tradeoff and real world constraints. Manpower ceilings and available analytic 
cx.pe.rtise are the two mosi significant limiting factors. · 

5. {'f'8//S1'iHF) The Advanced Analysis Division (S2I5) is comprised of personnel of 
varying grad.es and experience levels. Giveuthe requirements of the court order, the Shift. 
Coordinators are required to be the most experienced intelligence analysts, have the most 
training and consequently hold the most senior grade Jevels. They therefore are given the 
authority to aJ_}p-rove data queiies, and because of their status can also e-.xecute queries. 
Removing this dimension of fu.eir authorities would severely limit the versatility of the 
most experienced operations personnel. Also, as their title implies, they are also the most 
senior personnel present d11J111g each operational shift and in effect control the ops tempo 
on the operations floor. Replicating that senior structure to accommodate the OIG 
recommendation is not possible given. current mam1ing authorizations and ops tempo. 

a. ~ow ever, there are d1ecks and baJances already in place to help 
mitigate the risks cited. For example, the Shift Coordinators.routinely approve queries 
into the database based on selectors meeting a reasonable articulable suspicion standard 
IA W with NSA OGC w1itten guidelines and verbal briefings. Any queries initiated from 
probable U.S. selectors must be individua.Uy approved by the OGC. In this way, the risk 
of error or fraud. associated with the requirements of the court order is acceptably 
mitigated witbin available manning and analytic talent constraints. 

b.~) Con-ective Actions: Corrective actions cannot be implemented · 
· ~thou.t significantly increasing manning levels of senior, highly ski1led analysts. In our 

view, the benefit gained will notjustify the manpower increase required. However, it 
may be pqssible to implem1;1nt additional checks and audits on the query approval 
process. AB recommended in the response to Finding Three below, Oversight and 
Compliance could, if they accept an expanded role, use (yet to be developed) new 
automated software tools to regularly review the audit logs of all shift coordinators. With 
software changes to the audit logs it would be possible to ~asily compare numbers 
approved and their accompanying justifications agafostnumbers chah1ed. In this way, it 
would be possible to review the shift coordinator1s actions against the standards 
established by the court The Program Office recommends that this co1rective action be 
pur81led as prut of the long temi goal discussed below. 

6. "i'fS{/gil(NE)_Find:ing Three reads 11con.duct pc-.riodic recoi.1ciliation of approved 
telephone numbers with the logs of queried numbers to verify that only authorized. 
qu.eries have been made UIJder tl1e order". The Program Office agrees with this 
assessme11t However, competing priorities for the software programming talent 
necessary to implement improvements to the audit logs, as well as to perform the 
pro grammiug necessary to create automated rec-onciliation reports, require that this issue: 
be addressed as a Io11g tenn goal. 

a.~ If SID management approves a pending Program Office request to 
detail two computer programmers to the team for six-to-nine month rotations, suitable 

· procedures and.software tools could be implemented. Also, the Program Office has 
approached the office of Oversight and Compliance about accepting the responsibility of 
conducting the recommended audits. That negotiation is ongoing: 

TO~ £:J;lCRBTkGm ffilT/ l'#OFOIDY/2:0301115 
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b. ~ Corrective Action: Acceptable tools and procedures can be developed 
within six months if the required manpower is allocated, Assuming the Program team's 
request is granted, this initiative can be completed by 28 Feb1uary 2007. The corrective 
action will include: 

1, ~) Improvements to the audit: logs to make them more user fri_endly 

2. · ~ Reports that provide a useable audit trail from requester, to approver, 
to any resulting reports. These reports ·will be used to automatically identify any 
discrepan.cies in the query process (i.e. queries made, but not approved). 

~. ~ Complete the negotiations with SID Oversight & Compliance 

7. ~Please contact me if you have additional questions. 

SID Program. Manager 
CT Special Prograins 
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IT'S EVERYBODY'S BUSINESS -

. TO REPORT SUSPECTED ffiSTANCES OF FRAUD, 
WASTE, AND MISMANAGEMENT, CALL OR VISIT 

THE NSA/CSS IG DUTY OFFICER 
ON 963-5023s 

IN OPS2AJROOM 2A.0930 

IF YOU WISH TO CONTACT THE OIG BY MAIL, 
ADDRESS CORRESPONDENCE TO: 

DEPARTMENT OF DEFENSE 
NATIONAL SECURJTY AGENCY/ 
CENTRAL SECURITY SERVICE 

ATT: INSPECTOR GENERAL 
9800 SAVAGE ROAD, STE 6247 

FT. l\1EADE, I\1D 20755-6247 · 
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. . ' .. 

OFFICE OF THE INSPECTOR.GENERAL 
NATION.AL SECURITY AGENCY · 
CENT~ SECURITY SERVICE· .. , 

TO: DIRECTOR, NSA, 

SUBJECT: fffi//Sf//N.F} FISA Court Order: Telephony. 
· Business Records (Sf-06-0018) 

10 July 2006 
IG-10667-O6 

· 1. {".ffi//SI//JNE) Background and Objective. The Order of the ~oreign ·. : 
Intelligence Surveillance Court issued 24 May 2006 in In Re Application of the FBI · 
etc., No. BR-06-05 {Telephony Business Records) states that "[t]he I:n$pector .. . 
Ge~eral and the General ~ounsel shall submit a report.to the Director of NSA 4!5· 
days after the initiation of the activity [permitted by the Qrder] assessing the· · . 
adequacy of the manage~ controls for the p1;ocessing !llld_ dissemination o~ . : · 
U.S. person information." This is that report. The Order furtli.er states that . . · · · . . 
"[t]he-Director ef NSA shall provide th~ findings of that report to the Attorney · · 
General." Order at. 8-9. The Order sets no deadline for transm:Lssion of the. . 
findings to the Attorney Gener:al. · 

· · . 2. (ISJ /Si//}.JE) finding. The management controls designed by the .. · .. 
Agency to govern the processing, diss.emination, security, and.oversight of · · 
telephony metadata and U.S.-person information obtained under the Order are 
adequate and in several aspects exceed the terms of tne Order. However, due to_ 
the risk associated with the collection and proces.sing of telep+1ony metad_ata • . . 
involving U.S. person information, three additionai controls should be put ·in · . :. · · · 
place. Specifically;Agency management should (1) ~esign pros:edure~ to. :.· · : ; ·: . 
provide a higher level of assurance that non-compliant data will not be collected . . · ·.: 
and, if inadvertently collected, will ·be swiftly expunged and not made available·· 
for analysis; (2) separate the authority to approve metadata queries from th~· · 
capability to conduct queries of metadata under the Order; and (3) condµct . . . .. 
periodic reconciliation of approved telephone numbers to the logs of queried . · ·_. . 
numbers to verify that only authorized queries have l;>een made under the 
Order. · .. , , ,·· 

: . 

I 
-'-· 

·m P S f'CR FTl1C O.~·tlPtf.1/.NO:J 'OUi''lh'MR 
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-2-

· • 3. ITS,l.LsJ) Further Review. The Inspector General will make formal · 
recommendati~~o the Director, NSA/ CSS, in a separate report regarding the 
design and implementation of the additional controls. 

r • • -

4. ~We appreciate the courtesy and cooperation extended •·_. 
throughout our review to the auditors .from the Office of the Inspector General: · 
and the attorneys from the Office of the General Counsel who consulted with · · 
them. If you need clarification or additional information please contact-
-on 9_63-t42l(s) or via e-mail at . · . . . _ 

. ' .. ', ' 
Inspector Gene~al · 

.· ': . . 

~ I endorse ilie conclu~on that the management control~ for th~ ·. · .: : .· · · 
proce~sing an~ dissem.i.µatio1?- of U.S. person ~ormation are adequ~t7 . 

L ROBERT L. DEITZ 
General Counsel . 

. . 

: .. •' '. 

. .. 
',,. ·. 

·. : . ·. :: ' 
. ., . •. . '• .,. 

'. ' ... 
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TOP SEORET/fCOMINT/fNOPORU/1203 01129 

FM: SID Oversight & Compliance 

Date: 11 July 2006 

Subject: Final- Responses to the OIG - Reques~ for Information - Business 
Records Or~er (U) 

SID Oversight and Compliance 

1. (TS//Sl/f NF) Written plans for periodically reviewing tMs program. 

lTSJJSI//Pff)--SID Oversight and Compliance will: 

ln coordination with Program Office, conduct weekly reviews of list of 
analysts authorized to access Business Records data and ensure that only 
approved analysts have access. Oversight & Compliance will inform NSA's 
Office of General Counsel {OGC)of the results of the reviews and provide 
copies if needed to OGC. 

Perform periodic s1.:1per audits of queries. 

Work with the Program Office to ensure that the data remains appropriately 
labeled, stored and segregated according to the t~rms of the court order. 

2. (TS//51//NF) Written procedures in addition to USSID SPOOlB to 
ensure compliance with standard NSA minimization procedures for the 
dissemination of U.S. person information. 

(TS//SI//NF) SID Oversight and Compliance has a documented SOP which 
outlines the process to _ensure compliance with standard NSA minimization 
procedures: 

During normal duty hours, every report from this order containing U.S. or 2nd 

Party identities Is reviewed by SID Oversight and Compliance prior to 
dissemination. 

SID Oversight & Compliance (SV) reviews the products (Tippers} and 
creates a "one-time dissemination" authorization memorandum for signature 
of the Chief or Deputy Chief of Information Sharing Services. 

The NSOC 500 approves dissemination authorizations after hours. 

S2I/Counterterrorism Production Center provides SV with a copy of any 
report that is approved by NSOC/S00 for disseminatlon. · 

Oversight and Compiiance then Issues a memorandum for the record 
stipulating that the U.S. or 2nd Party identities contained in that report were 
authoriz~d for dissemination by the_ NSOC/500. 
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